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IX. INFORMATION TECHNOLOGY STRATEGIC PROJECTS

This section contains a description of the statewide or state-level strategic projects
undertaken by the Judicial Branch for Fiscal Years 2016 through 2018. These projects
arise from the strategic initiatives above and support Advancing Justice Together: Courts
& Communities 2014-2019’s business goals as well as the Commission on Technology’s
goals for court automation. Most are on-going projects focused on attaining the objectives
of a more responsive and accessible Judiciary.

At its June 2009 strategic planning session, the Commission on Technology revised their
groupings from affinity areas by impact and timeline to a funding-based priority list, pared
considerably from past years in response to reductions in budgets. At the June 2015
strategic planning session, Commission members continued to evaluate and update the
list of projects, but removed the previous three general tiers of priorities in favor of a single
listing. The detailed list of projects remained otherwise largely unchanged.

The Arizona Judiciary’s strategic information technology projects for 2016-2018 are:

STRATEGIC PROJECTS

DEPLOY NEW E-FILING ENGINE
DEPLOY JUDGE AUTOMATION
LAUNCH EACCESS
BUILD ONLINE CITATION PAYMENT
JOLTSAZ DEPLOYMENT
AJACS — AZTEC REPLACEMENT
AJACS — GJ E-FILING & ENHANCEMENTS
~ NICS REPORTING
" FARE — INFRASTRUCTURE PORT
TIME STANDARDS REPORTING
EVWARRANT PILOT
DATA DESTRUCTION
APPELLATE CMS
DISASTER RECOVERY MOVE

These technology projects address five objectives. Below the projects are listed by
these objectives:

OBJECTIVE PROJECTS

Using Systemic Thinking
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JOLTSaz Deployment
New e-Filing Engine
eAccess
Serving the Public and Public Safety AJACS GJ e-Filing & Enhancements
eWarrant Pilot
NICS Reporting
Online Citation Payment

AJACS AZTEC Replacement
FARE - Infrastructure Port
AJACS GJ e-Filing & Enhancements
Disaster Recovery Move

AJACS AZTEC Replacement
JOLTSaz Deployment
New e-Filing Engine
Online Citation Payment
Time Standards Reporting
Automated Data Destruction

Judge Automation
eAccess
Transforming Technologies New e-Filing Engine
eWarrant Pilot
Appellate CMS

Improving Core Applications

Standardizing for Leveraging

In addition, there are many technology-related activities and projects within the judiciary
that support day-to-day operations. Staff must, for instance, provide continued support
for the existing core applications and infrastructure. Existing projects need to be
completed or supported with required or mandated enhancements.
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STRATEGIC PROJECTS BY OBJECTIVE

Transforming
Technologies
23%

While the mix of projects would ideally be balanced, the Judiciary continues to expand
the reach of electronic filing and the services it enables to include remote document
access and electronic warrants, tilting the mix slightly toward the categories of “Serving
the Public and Public Safety” and “Standardizing for Leveraging.” Several of these
projects involve standardizing, reengineering and collaborating to find, document, and
train on best practices, thus leveraging judicial resources statewide.

Further, upwards of three-quarters of court technology spending remains dedicated to
refreshing and supporting the existing infrastructure, applications, and staff. Project work
(CMSs, document access, judge automation, integrated justice applications) represents
less than one-quarter of the overall spending this year, a reduction from previous years
as the results of earlier projects transfer into the support category of spending.
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Statewide Technology Spending

Transforming
Technologies
Projects

23% Impriving Core
Applications
18%
3%

Serving the Public
and Public Safety
32%

<

Standardizing for
Leveraging
27%

Infrastructure 63%

* Chart does not include local court costs even if related to a statewide goal.

For each project’s alignment with business strategic initiatives and automation goals, refer
to the Strategic Plan Analysis section where this is detailed in several charts.

e Alignment with Advancing Justice Together: Courts & Communities 2014-2019

e Alignment of Strategic Projects with Automation Goals

e Portfolio Analysis: Projects by Class

For each project listed in the detailed strategic projects section, the following information
is included:

e The project’s goals are provided. They are stated in terms of milestones planned
to be completed by the dates, which may be noted.

e The Snapshot provides a very brief characterization of the project. Included are
the project’s class and status. Also, an assessment of the degree of risk
associated with successful completion of the project is included.

e A Description section describes the project and can include general information,
a report of the existing situation, an outline of proposed changes and objectives,
and description of technology used or technical environment.

STRATEGIC PROJECT ANALYSIS
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The Commission on Technology has different perspectives from which to view projects
to assist it in analyzing proposed strategic information technology projects.

ALIGNMENT OF BUSINESS GOALS AND IT PROJECTS

The first view aligns technology projects with the strategic business initiatives of the
Arizona Judicial Branch. Projects are undertaken only when they support the business
goals and initiatives of the judiciary. Below is a table depicting the various business
initiatives that each technology project supports.

INFORMATION TECHNOLOGY STRATEGIC PROJECTS
FISCAL YEARS 2016-2018

TECHNOLOGY STRATEGIC ALIGNMENT WITH “ADVANCING JUSTICE TOGETHER
PROJECTS COURTS & COMMUNITIES 2014-2019”

Expand access to web-based forms, e-filing, and information
describing legal terms and court procedures.

Extend e-filing to courts statewide.
Electronic Filing Related o )
Projects including eServices Explore the use of technology-based access to justice solutions

being developed in other courts.

Create an electronic noticing system to remind parties,
probationers, and other court participants of upcoming court dates.

Modernize to improve court processes and information gathering,
tracking, and sharing.

[T [T B G EICL LI EMll Expand use of e-Citation to electronically transfer citation
information from law enforcement to the courts.

Modernize the state’s warrant repository system.

New Case Management Implement Arizona Judicial Automated Case System (AJACS) in

Systems Development / limited jurisdiction courts.

Enhancements Enhance or replace appellate case management systems.

Improve timeliness and efficiency of civil, criminal, juvenile, family,
and probate case processing in Arizona courts by:

Time Standards Reporting ¢ Adopting case processing time standards,
e Providing case management system enhancements,
including reporting capabilities.
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INFORMATION TECHNOLOGY STRATEGIC PROJECTS

TECHNOLOGY STRATEGIC
PROJECTS

Probation Automation
Development / Enhancements

Online Citation Payment

Automation Training

Enterprise Architecture

Electronic Document Access

Judge/Bench Automation

FISCAL YEARS 2016-2018

ALIGNMENT WITH “ADVANCING JUSTICE TOGETHER
COURTS & COMMUNITIES 2014-2019”

Fully implement Juvenile On-Line Tracking System (JOLTSaz) in
juvenile courts.

Integrate Adult Probation Enterprise Tracking System (APETS)
with AJACS.

Evaluate and, as appropriate, implement new or expanded
evidence-based programs for Arizona’s Adult and Juvenile
Probation services.

Establish a web-based online payment system for drivers wanting
to plead responsible and pay civil traffic tickets and minor
misdemeanor charges.

Conduct a judicial education needs assessment to identify new or
enhanced training for judges including, but not limited to effective
use of technology on the bench, in chambers, and remotely.

Prepare court leadership for next generation case management
systems and technology.

Implement the Central Case Index to enable the flow of critical
court data.

Increase use of social media to improve communications with the
public.

Explore the use of technology-based access to justice solutions
being developed in other courts.

Expand electronic access to court documents and data with
appropriate protections for security and privacy.

Improve timeliness and efficiency of civil, criminal, juvenile, family,
and probate case processing in Arizona courts by

e Implementing e-bench tools that allow judges to more
efficiently manage and resolve cases,

e Providing judicial workload tools to assist presiding
judges when making case assignments.

Conduct a judicial education needs assessment to identify new or
enhanced training for judges including, but not limited to effective
use of technology on the bench, in chambers, and remotely.
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INFORMATION TECHNOLOGY STRATEGIC PROJECTS
FISCAL YEARS 2016-2018

TECHNOLOGY STRATEGIC ALIGNMENT WITH “ADVANCING JUSTICE TOGETHER
PROJECTS COURTS & COMMUNITIES 2014-2019”

Implement the Central Case Index system to enable the flow of
critical court data to and from federal, state, and local justice
system entities.

Collaborate with other justice system entities to develop and
implement data collection and exchange strategies that leverage
technology, including:

Expanding e-warrants project to other justice system
entities,

Data Exchanges Modernizing the state’s warrant repository system,
Making mental health court orders available to appropriate
criminal justice and treatment officials,
Making condition of release information available to
appropriate criminal justice officials, and
Improving accuracy and completeness of the state’s
criminal history repository and National Instant Criminal
Background Check System (NICS).

ALIGNMENT OF AUTOMATION GOALS AND IT PROJECTS

A second view of technology projects organizes them by their support of one or more of
the three Statewide Automation Goals. They are:

e Provide a stable, reliable, functionally rich, extensible, interoperable base of
business automation and infrastructure.

e Improve information access and communication from and to judicial entities as
well as the other criminal justice system functions.

e Investigate and invest in technology solutions that improve judicial effectiveness
in handling growing caseloads.

The following chart also includes the priorities established by the Commission on
Technology at its March 2001 and June 2002 planning workshops, as updated at the
June 2015 annual planning meeting.
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ALIGNMENT OF STRATEGIC PROJECTS WITH AUTOMATION GOALS

BUSINESS & ACCESS JUDICIAL

STRATEGIC PROJECTS AUTOMATION o
INFRASTRUCTURE | COMMUNICATION | EFTECTIVENESS

New e-Filing Engine

Judge Automation

Electronic Document Access

Online Citation Payment

JOLTSaz Deployment

AJACS (LJ) AZTEC Replacement

AJACS GJ e-Filing & Enhancements

NICS Reporting

FARE—Infrastructure Port

Time Standards Reporting

eWarrant Pilot

Automated Data Destruction

Appellate CMS

Disaster Recovery Move

PORTFOLIO ANALYSIS OF IT PROJECTS

A third view organizes projects by operational type (basic, enhancing) with respect to their
support of business goals. Other factors considered are a project’s urgency based upon
interdependencies with other projects, operational demands and/or legislative mandates.
These views and factors enable the Commission to identify and prioritize the strategic
projects.

This reflects an assessment of the level of impact the proposed strategic project will have
on the Commission on Technology’s identified strategic business needs. For this analysis,
the Commission has adopted an approach developed by Mr. William Rossner, a Gartner
Group analyst, as a way of approaching strategic planning for information technology.
Application portfolio analysis provides for applications to be categorized into three
classes:

e The utility class of applications - which includes the basic applications required
to be in business.

e The enhancement class of applications - which includes those that extend the
organization’s performance, offering, for instance, faster delivery of information,
better service, and higher quality.
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e The frontier class of applications - which includes those that represent a
potential breakthrough that could make a dramatic improvement in an
organization’s efficiency, effectiveness, or competitiveness.

Mr. Rossner noted that balancing each of these areas is the key to planning.
UTILITY CLASS APPLICATIONS

The AOC/ITD planning group believes they have appropriately balanced maintenance,
replacement, and upgrades to basic necessary functions with enhancement and “leading
edge” projects. Several projects are building incrementally on past efforts that created
basic infrastructure and business applications, like the disaster recovery move and the
FARE infrastructure port to transition the central data repository to newer, supported
technology.

Not all IT projects are listed below, of course, but the priority projects with state-level
visibility and significant resource needs are. Several IT applications are now in
maintenance mode and are no longer identified as priority projects. It is expected that
these applications will continue to be supported and maintained during the plan period.
These include, for instance, AZTEC, the first-generation statewide case management
system, the Tax Intercept Program (TIP), and various internal accounting and utility
programs supporting the Supreme Court and the Administrative Office of the Courts.

ENHANCEMENT CLASS APPLICATIONS

The enhancement types of projects are directed towards extending the capabilities of
many applications - adding, for instance, improved data integration functions to the
probation automation and case management systems to support the justice integration
strategic initiatives. Enhancement projects also include those new projects that will allow
courts to provide a higher quality of service to the public, another goal of Advancing
Justice Together.

Constructing additional functionality on top of what currently exists, like AJACS GJ and
eFiling Enhancements, Electronic Document Access, Automated Data Destruction, and
Online Citation Payment, qualifies as an enhancement, as does NICS Reporting. The
new LJ case management system also falls in the category of an enhancement since it
builds upon the base code of the GJ case management system.

Since return on investment decreases as a function of remaining useful life, AZTEC
development efforts were halted as AJACS began to be implemented. AZTEC must
continue to be updated for supportability and legislative changes as long as it remains in
production use, but any requested enhancements to AZTEC’s functionality are carefully
balanced against end-of-life considerations.
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In the area of civil case electronic filing, the Judiciary is in sync with the state executive
and legislative branches in speeding to accept electronic documents. At its June 2005
annual planning meeting, the Commission on Technology (COT) created an e-court
subcommittee to drive and coordinate the statewide evolution of electronic filing in
Arizona. Predicated on the understanding that e-filing is far more business process
dependent than technology dependent, this ad hoc group chaired by then Vice Chief
Justice Andrew Hurwitz spurred on the business decisions, change process, and specific
plans necessary to:

e Expand court-to-court electronic filings including records on appeal and lower
court bindovers;

e Create and leverage a central, electronic clearinghouse for criminal data among
justice partners; and

e Create a unified, attorney/public e-filing system leveraging standardized,
interactive, statewide forms as its foundation.

The Judiciary continues evaluating its rules for authenticating and accepting electronic
documents filed by the legal community and by the public. Current policies related to
paper filing are not influencing the crafting of electronic solutions, in order to keep new
ideas flowing and progress being made.

FRONTIER CLASS APPLICATIONS

In addition, the Judiciary is always engaged in a few significant projects that are on the
“frontier” of technology. When complete, these will substantially increase the Judiciary’s
technology capability, and significantly modernize it using technology. The criminal e-
filing, electronic warrant, and Appellate CMS projects will greatly increase digitization in
the courts, speed case processing, and vastly improve the accuracy and reliability of court
documents. To interoperate with federal and state justice initiatives as well as to address
ever-growing workloads in a time of decreasing levels of staffing, these frontier projects
must be undertaken.

SUMMARY

It is important to note that each strategic project in the list encompasses more than one
major activity. They are related but separate, often with entirely different project teams
and user bases. For example, the project titled “Automation Training and Support”
includes a centralized support center, field support technicians, and several independent
projects developing context-sensitive computer based training (CBT) and Web-based
interactive training on automation applications. Further, it also includes the combined
funding and training of the on-site, county-level, automation trainer. Individual technology
projects may, therefore, be enhancing, but if the major impact of the strategic project is
to maintain basic utility, then the strategic project would likely be classified as utility.

Taking that approach to the Arizona Judicial Branch’s strategic projects, both existing
and planned, yields the following overview:
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STRATEGIC PROJECTS UTILITY ENHANCEMEN FRONTIER
T

New e-Filing Engine H

Judge Automation

Electronic Document Access

Online Citation Payment

JOLTSaz Deployment

AJACS (LJ) AZTEC Replacement

AJACS GJ e-Filing & Enhancements

NICS Reporting

FARE — Infrastructure Port

Time Standards Reporting

eWarrant Pilot

Automated Data Destruction

Appellate CMS

Disaster Recovery Move

The Judiciary considers the distribution of strategic projects to be reasonably balanced.
Frontier projects can be large in scope and resource demands. Limiting those to
significant and “doable” projects is deliberate.
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PROJECT GOALS AND ACCOMPLISHMENTS

PROJECT GOALS

e Provide desktop, software, and hardware support for ACAP, JOLTS, APETS, and
AOC users.

e Provide phone support for statewide and AOC applications.

e Provide on-going support for releases of core application software including
future rapid release cycles of the Windows operating system, browsers, and the
Microsoft Office Suite.

e Add and train resources to support new APETS users statewide.
e Develop an automation-training curriculum.

e Develop computer-based training and online interactive training programs for
case management systems and other core application software.

e Develop training programs for automation field trainers.

e Achieve and maintain a service level of 80% of all calls answered within 20
seconds.

PROJECT GOALS ACCOMPLISHED IN FISCAL YEAR 2015

TRAINING PROVIDED:

e AZTEC and AJACS training was provided in a classroom or online setting on
various topics, including Financial Processing, Protective Order Processing,
MVD/DDP/DPS interfaces, Legislative Updates, Statistical Reports, and AZTEC
version 1.551.

e Held 80 classes with 694 attendees.

e Additionally, one-on-one phone training was provided to numerous users as a
result of questions/problems submitted through Remedy.
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SUPPORT SERVICES PROVIDED:

e An average of 444 support calls for AZTEC/AJACS courts received each month
(an additional 301 per month for AZTEC handled through CSD Automation
Services Unit).

e An average of 43 support calls for APETS received each month.
e An average of 210 support calls for JOLTS on a monthly basis.
e An average of 1372 support calls for AOC/Supreme Court on a monthly basis.

e An average of 907 information calls handled for Public Access and/or FARE on a
monthly basis.

e An average of 723 support calls for AZTurboCourt on a monthly basis.

e An average of 1091 calls per month were handled for TTEAP via self-service
facility.

¢ New software releases/updates of Windows 8.1 and Office 365 as well as
AZTEC, DCATS, TIP, AJACS, and other AOC-sponsored applications continued
to be deployed through Microsoft System Center.

e 304 custom reports were also developed for AZTEC courts during the year.

SNAPSHOT

STATUS

Utility New

Enhancement On-going

I Frontier Replace/Upgrade

PROJECT DESCRIPTION

This strategic project provides support statewide for automation. It includes:
e a help desk function,
o statewide technical support, and
e automation training.

The requirements for effective application and field support and training have increased
with number of statewide applications deployed.

ARIZONA JUDICIAL BRANCH | INFORMATION TECHNOLOGY STRATEGIC PLAN: 2016-2018




PHONE AND TECHNICAL SUPPORT

User phone support and field support functions are consolidated into a single Support
Services group.

AOC Support Services (Customer Support Center and Technical Support) currently
supports a total of:

e 3194 PCs for statewide ACAP, JOLTS, and APETS users
e 458 PCs for AOC/Supreme Court users

Support technicians use software tools for the remote control and diagnostics of users’
hardware and software. Since remote tools were implemented, travel has been reduced
by a significant amount and staff has provided more timely response to problems being
experienced by the users.

Distributed system management is part of the funded ACAP Support effort. The software,
Microsoft System Center, is part of the “image” on PCs delivered as part of the technology
refresh project.

This software has established the capability to remotely manage the systems distributed
in a variety of locations in Arizona. It addresses two areas of remote management. First,
it establishes processes, procedures, and automated solutions to poll, analyze, and report
on systems' status, providing alerts to both existing and pending problems as well as an
inventory of software on the system. Second, it provides for the automated distribution
of both application and system software. This software distribution and remote
management package significantly reduces travel expenses and allows the Field Support
team to be more responsive to user requests for PC service, software, and assistance.

TRAINING

Some of the automation training role for the various statewide applications resides in the
user community. They are the experts in the business functions required to do the job
and the best way to use the automation tools to achieve their goals.

Therefore, in coordination with Technical Support, development activities, rollout tasks,
and help desk access, Automation Process Analysts are available to provide strategies
and programs for automation training. In addition, 13 of the 15 counties use grant funding
to pay a portion of the salary of a local field trainer to provide local support and training,
particularly to new staff. The users, especially AZTEC users, have identified this as a
very high priority as often court training resources are limited and the effective training of
new court staff is critical to on-going court operations.

As new applications like AJACS are implemented, Training Support will collaborate with
the responsible software development teams to construct the required training courses.
They will also develop training tools on targeted topics that may involve the preparation
of recorded training classes and conducting regional training conferences. Further, they
will provide the Support Services staff with training to provide needed phone and on-site
technical support, as appropriate.
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As a result of budgetary constraints and the ongoing projects to implement new case
management systems or increase the functionality of the existing systems, the
automation training role has been modified somewhat and now includes joint application
design sessions. Training staff continued to spend numerous hours involved in design
sessions and testing to insure appropriate functionality before changes were implemented
in the courts.

To satisfy the need for on-site automation training and assistance, State funds will
partially fund an automation trainer in each county. The position’s duties include
supporting all the courts (county and municipal, general and limited jurisdictions). These
trainers assist users locally in their attempts to better utilize the automated systems.
Standardizing business processes and workflow as well as assistance in creating
specialized management reports are examples of such improved utilization.

Training is the most critical component in the success of an automation system. This
training needs to be readily available to new staff and frequent refreshers must be made
available to veteran staff. The AOC, with funding from the Commission on Technology,
will be offering a multi-faceted approach to solving this problem:

e Comprehensive Curriculum - A training team develops the comprehensive ACAP
training curriculum. It provides classes in all aspects of case processing and the
use of the case management system.

e Classroom Training - The AOC has created a portable, self-contained training lab
that allows ACAP training to be hosted on site or at offsite locations throughout the
state without requiring dedicated computer training rooms.

e Computer Based Training (CBT) - The AOC has the capability to produce and
distribute interactive and self-directed computer-based training. Some of the very
basic classes will be conducted by a live instructor over the intranet. Most of the
training will be made available, in interactive format, across the Court's network
(AJIN). These classes will be on most needed topics and context sensitive within
each software application.

Video training is now included with the preparation of training documentation. This
includes embedding short video clips within PowerPoint presentations and standalone
videos to alleviate the time and expense of travel and per diem when training new users
or when new functionality becomes available.
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PROJECT GOALS AND ACCOMPLISHMENTS

Because courts increasingly rely on automated systems and electronic documents, the
Commission on Technology continues its emphasis on business continuity. A set of
systemic best practices is being developed and communicated to local courts regarding
the identification of and mitigation of vulnerabilities. Work continues on compiling and
analyzing a statewide inventory designed to reveal disconnects between local
expectations for business restoration and the likely realities courts face during disaster
scenarios.

COT has identified a minimum set of information courts are responsible to document in
planning a response to specific business risks, from both inside and outside the court
building. Formulating responses to disasters and documenting a business restoration
strategy requires hard work and intense communication among court departments and
with justice partners. COT plans to compile from courts’ input a set of scenarios and
related options that would mitigate the largest, most common risks for the most courts.
Discussion can then focus on the appropriate business continuity initiatives to fund.

Media focus remains strong on recent releases of personal information by government
entities. A GAO study of over 570 data breaches reported in the news media from
January 2005 through December 2006 showed these incidents varied significantly in size
and occurred across a wide range of entities. Since court business relates to individuals,
no court storing electronic information is immune. Arizona has passed a law mandating
notification of individuals whose personal information is inadvertently released.
Administrative Order 2008-68, issued August 14, 2008, addresses provisions of that law
related to courts.

Recognizing that 90 percent of system weaknesses that are exploited relate to human
error or lack of diligence, the judiciary has instituted an annual cybersecurity training
requirement for every employee regardless of job role or level of court.
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PROJECT GOALS

Provide specific training to court administrators related to court business
continuity of automated systems.

Develop an assessment and planning guide for court business continuity,
focusing on the information technology elements that enable court business.

Evaluate loss scenarios and mitigation costs to determine appropriate initiatives
to fund.

Educate local courts on the risks associated with creation and maintenance of
distributed electronic records.

Obtain the address of each court’s designated business restoration location to
ensure communications connectivity exists prior to a disaster.

Maintain a cost-effective, survivable environment for all court data associated
with statewide applications. Identify and build-out a new hotsite location in
support of relocating equipment that currently resides in the DES Data Center.

PROJECT GOALS ACCOMPLISHED IN FISCAL YEAR 2015

Compared costs of commercial and government sites to house the relocation of
the equipment currently at DES. Key requirements include:

0 Level 3 or Level 4 building security

0 Minimum Tier 3 infrastructure components. Must guarantee 99.982%
availability.

o Sufficient bandwidth to the AOC to support all current and future
application requirements.

o Network access to court locations statewide, and

o0 Rack space for 5 existing racks with available expansion to 18 for disaster
recovery utilization.

Selected and completed negotiations for a lower cost/lower function second site
by co-locating equipment at the Maricopa South Tower Data Center since
funding was insufficient to procure full BCDR at a commercial site.

AOC staff continued to analyze and refine information provided in the risk
assessment tools previously returned from the courts, as well as look into options
to reduce the cost of implementing a disaster recovery environment.
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SNAPSHOT

STATUS

Utility New

Enhancement On-going

Frontier Replace/Upgrade

PROJECT DESCRIPTION

In our increasingly interconnected world, business, including the business of government,
comes to a standstill without the flow of electronic information. When court data systems
or the network that connects them are damaged and processes disrupted, the problem is
serious and the impact far reaching. Mistakes lead to public distrust and the erosion of
public confidence in the institutions of government. The consequences can be much
more than an inconvenience, even affecting life, health, and public safety. Vital digital
records must not only be preserved but have at least the same assurance of availability
as paper records were perceived to have.

Disaster recovery has always been an issue for courts but it is becoming pervasive as
courts increase their reliance on automated systems and electronic documents.
Integration also makes an outage in a single court potentially disruptive to their partners
throughout the justice system. Fixing a single site, like the data center at the State Courts
Building, only addresses a piece of the overall problem, since more of the environment is
being distributed among the local courts. Local courts must develop and communicate
their own detailed plans.

A prime example of the risk related to decentralization is in the arena of electronic
document management. With the implementation of EDMS in all superior court clerks’
offices throughout the state, courts are poised to stop collecting paper in the near term in
favor of electronic case filing. Even in the current environment where clerks digitize the
paper they receive, court processes are becoming dependent on the electronic records.
The majority of rural superior courts had to stretch financially to afford a single EDMS
server; purchasing a secondary or redundant system is well out of their reach. Courts
are not prepared to quickly rebuild servers and get data restored even where reliable
backups exist. As limited jurisdiction courts now undertake digitization efforts on even
lower budgets with fewer support staff, the problems are magnified.

ACJA 1-507 contains provisions for courts desiring to destroy paper for which equivalent
electronic records exist; unfortunately, few courts are able to meet the associated
technical requirements, even for closed case records. The AOC has constructed a
solution that replicates electronic records from the state-standard EDMS to a central

ARIZONA JUDICIAL BRANCH | INFORMATION TECHNOLOGY STRATEGIC PLAN: 2016-2018




location. For limited jurisdiction courts that cannot afford a local EDMS, AOC has also
constructed a central EDMS for shared use. Both solutions increase the survivability of
electronic court records by storing multiple copies in separate geographic locations.
Courts using the AOC'’s central EDMS or replication solution are being given authorization
to destroy paper, since the AOC systems fulfill the technical requirements of ACJA 1-507.

Interestingly, a recent study revealed that natural or man-made disasters were actually
the least likely cause of system downtime. The wealth of other more mundane
contributors to outages includes user errors, application errors, hardware failure, utility
outages, and fiber cuts. There is quantifiable risk associated with each of these
conditions, defined as the probability of occurrence multiplied by the magnitude of impact.
TAC created a survey tool that helps local courts confront their risks from the likely
perspectives of

e Failure of a single system or component (disk, switch, power supply),
e Unavailability of staff (pandemic flu)
e Failure of the enabling environment (power grid down, fiber cut)

e Failure of multiple systems or components (water damage, power surge, server
room fire)

e Loss of an entire facility (flood, hazardous waste, bombing).

The tool, a business continuity/disaster-planning matrix, used to capture COT’s minimum
required artifacts, is divided into two parts. Part 1 asks court business leaders to identify
top services and business functions the court can’t operate without -- those required by
law, rule, or administrative order. Common processes were pre-populated to help the
brainstorming process. Leaders are then prompted to enter the maximum allowable time
the court can go without providing that function. Leaders may also define an order of
precedence for restoring the function based on the criticality of each individual business
process.

Part 2 aligns the required business processes with the automation systems that support
them. Risk is then identified using a five-point scale for likelihood and a five-point scale
for impact. This scoring effort reveals those processes that most need protection or
workarounds in place. The amount of unplanned downtime that can be tolerated is also
an instructive number.

The majority of completed matrices have been returned to AOC staff to provide to COT
for consideration of vulnerabilities, solutions, and costs. Staff will also characterize the
“ripple effect” of one court’s outage on the other courts and justice partners relying on
data from that court. The goal is to characterize those initiatives that best advance the
courts in the direction of the desired state.

Completed risk assessments returned to date have identified the following items under
the control of AOC as having the highest priority for restoration:

e AJIN connectivity and trust relationships,
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Videoconference network (for remote appearances or hearings),
Case management system and court database,

JOLTS application,

APETS application,

E-mail application,

Criminal history access (to DPS).

Completed risk assessments returned have identified the following items under local
control as having the highest priority for restoration:

The local area network,

Court reporting/recording software,

Local add-on applications to the case management system,
Any electronic document management system,

Financial applications outside the case management system (often county or city
systems).

Much more analysis is still required to compose an accurate reporting, but work is
ongoing.
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CASAAz -

~ PROJECT GOALS AND ACCOMPLISHMENTS

CASAaz,is a new, web-based application used by court appointed special advocate
(CASA) volunteers to track their cases.

PROJECT GOALS

e Implement the CASAaz statewide application in Pima County and the remaining
rural counties statewide.

¢ Provide enhancements to the application in Phase Il that were not included in the
original Phase | scope.

PROJECT GOALS ACCOMPLISHED IN FISCAL YEAR 2015

e Completed development in April 2015 and provided application to Pinal, the pilot
county, in May 2015.

e Scheduled Pima to be the next county implemented, followed in sequence by the
other rural counties statewide.

SNAPSHOT

STATUS

Utility New

Enhancement On-going Medium .

Frontier Replace/Upgrade




PROJECT DESCRIPTION

Court Technology Services (CTS) at Maricopa Superior Court developed and
implemented a web-based application for CASA volunteers in Maricopa County. AOC
obtained a copy of the source code in May 2014 with the intent of providing its functionality
to the remaining counties in the state. The Maricopa application was then redesigned to
meet AOC’s architectural standards and sourced from the JOLTS and JOLTSaz
statewide automation systems. CASAaz now also provides additional security features
at the county level. Along with the new functionality, .gov email accounts hosted by
GoDaddy, are also being provided to all CASA coordinators and volunteers.




c&&

SUPPORT -~ ¥
3. 1)

PROJECT GOALS AND ACCOMPLISHMENTS

PROJECT GOALS

Provide AJACS maintenance releases as needed to implement required
legislation changes and efficiency enhancements.

Provide continuing support and maintenance for general jurisdiction court case
and cash management automation.

PROJECT GOALS ACCOMPLISHED IN FISCAL YEAR 2015

Continued planning and deploying prioritized improvements to AJACS for general
jurisdiction courts.

Continued formal AJACS version control and staging processes for future AJACS
releases.

Continued planning and development activities for AJACS Version 6.0.
Continued to support AJACS Version 3.9 in all Superior Courts.
Continued GJ CMS User Group monthly meetings.

Began implementing the AJACS Time Standards Reports throughout all 13
Superior Courts.

Continued work with the e-Filing team to develop the e-filing interface for the GJ
CMS.

Began providing NICS information from the AJACS CMS.
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SNAPSHOT

Utility New

Enhancement On-going Medium .

I Frontier Replace/Upgrade Low .

PROJECT DESCRIPTION

In a strategic planning session for 2004-2006, the court considered the existing case
management system for general jurisdiction courts, AZTEC, to be reaching the end of its
life cycle because of aging technology. The product had become difficult to support,
especially finding staff knowledgeable in the AZTEC development tools. AZTEC was a
generalized and parameterized system that provided functionality for both limited and
general jurisdiction courts. A separate project addresses the replacement of AZTEC in
limited jurisdiction courts.

The Commission on Technology considered and discussed several options available to
the court to address replacing AZTEC, including issuing a Request for Proposal for a
commercially available court package.

COT members requested a study of the viability of vendor systems installed. Having seen
the results of that study, members re-evaluated the build, borrow, and buy options in early
2007. A Request for Proposal was generated and the responses evaluated.

COT members voted to recommend a buy option using the top-scoring vendor, AmCad,
to the Arizona Judicial Council. AJC also approved the budget to purchase and
implement the vendor CMS in 13 superior courts. The system was officially given the
name “Arizona Judicial Automated Case System” or AJACS.

Phase 1 of the contract involved successful completion of the two pilot courts, Yuma and
La Paz Superior. Phase 2 covered the deployment of the remaining 11 rural superior
courts using a support services arrangement renegotiated upon completion of Phase 1.
The GJ CMS deployment phase of the AJACS software to the contracted 13 Superior
Courts completed on May 7, 2010. All former AZTEC superior courts are now in full
production on the AJACS software.

With the deployment of AJACS completed, resources were redirected to improving the
system. The key areas targeted for immediate resource allocation and attention include:

Automated validation tables (AVT) corrections and standardization,
Next release testing and deployment,

Standard reports improvements and enhancements,

Data conversion issues resolution, and

Production Remedy (issues and defects) management.

abrwnN =~
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All of the above five key areas were accomplished in FY 2011 or are of a nature that
makes them ongoing through the life of the AJACS platform.

The GJ CMS Project has proven to be a significant success for the AOC and the Superior
Courts of the State of Arizona, creating an optimum platform for standardization, future
data integrations, and real-time decision making.

In the aftermath of moving the GJ CMS to a maintenance project, the AOC has installed
three complete version upgrades and has applied multiple production patches to bring
the software to its current version with the Superior Courts enabled to perform all of their
court business processes within the application.
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PROJECT GOALS AND ACCOMPLISHMENTS

PROJECT GOALS

Continue to identify and document significantly complex portions of the APETS
application for the purpose of knowledge transfer and future reference in defining
new functionality.

Facilitate the exchange of data between Adult Probation and the Clerk of Courts’
Office in each of the 13 AJACS courts through integration with AJACS.

Create an APETS mobile application and provide Adult Probation Officers with
mobile devices to more efficiently do their jobs. (Decide on an Android
application versus an HTML 5 web application.)

Complete at least one APETS build each year of requested enhancements.

Upgrade APETS’ background processes into standalone .NET Windows
services.

Upgrade APETS to .NET and improve underlying database design to enhance
efficiency, security, and the user experience.

Create an application to improve the speed and quality of Monthly Stats testing.

Expand the JWI CPSR interface utilized by Maricopa County to other probation
populations and make available to the remaining 14 counties.

Expand the electronic Petitions to Revoke (ePTR) interface with Maricopa
County to include Supplemental and Amended type petitions.

Improve the statistical calculations of Monthly Stats report application to reduce
inaccuracies in the areas of New Crimes, Interstate Compact (ISC), and Prison
with Probation.
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PROJECT GOALS ACCOMPLISHED IN FISCAL YEAR 2015

¢ Implemented the Aspen Build which included more than 35 enhancements
improving the user experience along with data integrity and resolving some
performance issues.

e Completed upgrading two of APETS background processes as Windows
Services and continue to update those remaining.

e Continued to document detailed design of all requested enhancements.

e Completed development of the Monthly Stats Test Manager Application, which
greatly improves the quality and speed of Monthly Stats testing.

e Enhanced the Monthly Stats Report application to more accurately count New
Crimes, Interstate Compact (ISC) clients, and clients residing in prison with a
current or pending probation.

e In addition, continued to support and maintain the APETS production system
throughout the year.

SNAPSHOT

STATUS

Utility New

Enhancement On-going

Frontier Replace/Upgrade

PROJECT DESCRIPTION

APETS is the automated tracking system for Adult Probation services. It was first
deployed in Maricopa County and all probation departments in the state were using it by
December 2006. APETS has approximately 2,500 users statewide that access the
system on a 24/7 basis.

Beginning with Pretrial, defendants are tracked through initial arrest to supervised release
and acquittal or conviction. Pretrial data is retained separately to ensure protection for
non-convicted persons. Data includes case status, contact/case notes, and drug testing
results.

Presentence support includes multiple assessment tools, full demographic data, abuse
history, criminal history, and standard-format face sheet for court review.
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Recommendations may be made by the Probation Department, altered by the judge, and
outcomes entered for use in supervised probation tracking.

Supervised probation tracking is a fully functional case management system.
Functionality includes case initiation, post PSI assessments, case plan management,
drug court management, contact/case notes, UA tracking, petition processing, conditions
and addendums of probation management, program and treatment tracking, multi-county
courtesy supervision, multiple-client transfer capability, victim tracking, and responsible
officer history.

Administratively, APETS allows multiple search capabilities, management-level browse
and review engines, caseload management, administrative category management
(deportation, prison, specific jail terms and unsupervised status requiring minimal
personnel interactions), and Interstate Compact support.

APETS provides service interfaces to share specific adult probation data with DPS, the
FBI, and several county systems.
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~ PROJECTGOALSANDACCOMPLISHMENTS

PROJECT GOALS

e Continue to provide comprehensive case management system software for all
appellate courts.

e Digitize the Appellate courts.
e Extend electronic dissemination of court documents to filers and the public.

e Comprehensively implement the OnBase electronic document management
system, including CMS integration. Participate in OnBase system consolidation
efforts.

e Continue to enable and expand electronic filing of all case types with direct
integration to the court’s database and document management system, including
data and document transfer from lower courts. Extend current e-filing support to
additional electronic filing vendors.

e Standardize court operations and procedures across appellate courts, where
possible, through the use of automated tools and assistance. Engage in a
renewed requirements analysis effort.

e Integrate to emerging court community document management and production
systems and standards.

e Populate Public Access and the statistical central repository with Appellamation
data. Populate emerging Central Case Index and Central Document Repository
systems.

e Provide other forms of public access to appellate case information, decisions,
calendars, dockets, and documents.

e Continue enhancement and improvement of Appellamation, including workflow
management, issue management, work product management, and continued
integration with statewide e-filing through AZTurboCourt.
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